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Network Administrator
Achievement Highlights

· Configured routing between the internal network, leased WAN network, and the internet leased line using the WAN (Dlink) routers IPCOP firewall/Gateway and the Internet leased line (Cisco) router.

· Performed security audits on the company network and server infrastructure to identify vulnerabilities and provide solutions to fix the problem.
· Installed a Linux (IPCOP) based firewall with integrated Virus/Spam filtering capabilities at the gateway, effectively stopping all unauthorized external access to the corporate network and reducing the downtime due to viruses by over 90%.

· Implemented a comprehensive statistical monitoring system for web traffic, bandwidth utilization, file system utilization, and other data.

· Transparently Migrated A live Mail Server catering to 200+ users running on Red Hat 7.2 (Sendmail / Neomail ) To a new mail server Running on Whitebox EL 3 (Postfix / Squirrelmail / SMTP Auth) that was Fully RFC Compliant.

· Consolidated and migrated data and applications from 10 Live development servers running various versions of Linux to 2 new high end servers running RHEL4.

· Migrated live production as well as development web-servers for a US client remotely from one ISP to another.

· Performed system administration tasks for the Enterprise servers to provide high-volume mail and web content with high availability.
· Wrote scripts to ease the basic administration tasks associated with the servers using Bash Shell scripts, PHP, etc.

Professional Experience

Software/Applications

· Apache (Php/Freetds/Unixodbc)

· Content management systems (ezpublish)

· Webmail (Squirrelmail/Roundcube/Neomail)

· Postfix (SASL/Cyrus Imap/Renattach/Spamassassin)

· Qmail

· Squid(SARG/SquidGuard)

· IPTables(NAT/Masquerade/Port forwarding)

· CVS

· Bugzilla

· Mysql

· Trixbox (Asterisk based VOIP server )

Servers / Security

· Installation, maintenance & trouble-shooting of Linux based servers, anti-virus, anti spam systems, firewalls, Email Servers, security auditing etc.
Hardware Trouble Shooting / Maintenance 

· Assembling, troubleshooting and maintenance of PC Based hardware.

Operating Systems

· Linux (Redhat/Mandriva/Suse/Whitebox/IPCOP)

Networking

· Configuration of TCP/IP based networking protocols such as NAT, Routing, Port Forwarding, etc on Windows, Linux as well as hardware routers (D-link, Cisco).

· Network monitoring and Security Auditing using tools like Ethereal, tcpdump, nmap, and other security specific tools from sysinternals.com and packetstormsecurity.com.
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Employment History

Comcreation Technologies Pvt Ltd, Bangalore (a CTEPL Group Company).


Senior Linux System Administrator.
Oct 2006 to Present

Installation, configuration and maintenance of various linux based servers (Production/Development) as well as the applications used by the Development team and clients.

Monitoring of logs as well as controlling access to various resources on the network and servers in order to provide high availability and utilization of resources.

Koenig Solutions, Panaji, Goa

System Administrator
Apr 2006 to Sep 2006

Installation, configuration and maintenance of linux Mail server and network gateway/proxy server as well as the applications used by the faculty and students.

Monitoring of logs as well as controlling access to various resources on the network and servers in order to provide high availability and utilization of resources.

GKB Hi-Tech Lenses, Thivim, Goa


Network Administrator
 Jan 2005 to Mar 2006

Installation, configuration and maintenance of linux Mail server and network gateway/proxy server as well as the applications used by the developers and users.

Monitoring of logs as well as controlling access to various resources on the network and servers in order to provide high availability and utilization of resources.

Comtech Systems, Panaji, Goa


Senior Customer Support Engineer 
Aug 2003 to Dec 2004

Installation, configuration and maintenance of various linux and windows servers, as well as desktops for various clients.

Smart Information, Panaji, Goa


Customer Support Engineer
Aug 2002 to Mar 2003

Installation, configuration and maintenance of various linux and windows servers, as well as desktops for various clients. 

Facilities management for a client having a network of over 20 servers & 500 clients.


Education

St Johns Polytechnic, Hubli, Karnataka
2001

Diploma, Computer Science & Engineering

Deepvihar HSS, Headland Sada, Goa
1996

H.S.S.C, Physics, Chemistry, Biology, Maths

50% (Second Class)

Deepvihar Secondary School, Headland Sada, Goa
1994

S.S.C, Physics, Chemistry, Biology, Maths, Social Sciences, English, Hindi, Marathi

68% (First Class)


